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Abstract

While developing “bug-free” software is impossible
in general, with recent advances in static analysis
techniques it is feasible to verify certain classes of
security properties for large software systems, thus
greatly enhancing end users’ confidence on the soft-
ware. In this paper we identify an important class
of security properties that can be reduced to the
classical dominance problem and show how they can
be checked efficiently and accurately, using a dom-
inance algorithm implemented on top of the JaBA
analysis framework.

1 Introduction

As software systems become increasingly complex,
the security issues accompanying them become in-
creasingly aggravated. It is generally understood
that developing a “bug-free” application of reason-
able size is no longer possible. It is however, still
possible to verify a certain class of security proper-
ties for large software systems, such that the veri-
fication can provide some level of assurance to the
user of the software. This is similar to the Com-
mon Criteria Certification Evaluation and Valida-
tion Scheme [10], where one goes through a certifi-
cation process that verifies that the target software
satisfies certain level of security requirements.

Traditionally, people have used model checking for
verifying security properties [2, 3, 8]. Unfortunately,
model checking is a time consuming process. In ad-
dition, model checking does not work on the imple-
mentation directly, rather, the model is extracted
from the implementation and represents the ab-
stract states of the program. Thus, errors might be
introduced during the mapping from the actual im-
plementation to the abstract model. In summary,
it is not practical to model check very large soft-
ware systems, unless the security properties being
checked are sufficiently simple.

In the past few years some progress has been made
in applying static analysis techniques to software

verification [5, 6, 11]. These systems are more scal-
able than traditional model checkers. However, they
are quite limited in their checking ability. For ex-
ample, the tools built by Jensen et. al. [11] can
check for security properties that involve only con-
trol flow. Our goal, on the other hand, is to build an
analysis framework that is both scalable and capa-
ble of checking a wide range of security properties,
including properties that involve both control and
data flow.

Tools exist that are capable of identifying security
and other flaws in system software [9, 7]. But their
main purposes are to discover flaws, rather than ver-
ifying security properties (prove the lack of flaws).
Identifying security flaws is easier than verifying
security properties: identification aims at finding
some flaws while verification must find all flaws.
Verifying a security property requires the develop-
ment of a model that encompasses all relevant con-
cepts and an analysis that is complete (i.e., has no
false negatives) and generates a manageable number
of false positives. Thus, verification requires more
accuracy both in model development and analysis.

Since security-critical software is often large, the se-
curity analysis tool must be able to scale to thou-
sands of lines of code, at the same time remaining
precise enough so it can be used for verification pur-
poses. Thus a good analysis tool must make the
right trade-off between accuracy and performance.

In this paper we identify an important class of se-
curity properties that can be reduced to the clas-
sical dominance relationship checking problem. We
argue that static analysis tools can be built that
are both scalable and accurate for the purpose of
verifying complex security properties (e.g. domi-
nance relationship) of large realistic applications.
We demonstrate our claim by presenting a gen-
eral algorithm that verifies dominance relationships,
and implementing the algorithm on the JaBA static
analysis framework. Our experimental evidence
shows that it produces significantly fewer false pos-
itives compared with a previous approach based on
CQUAL [15].



The rest of the paper is organized as follows. Sec-
tion 2 describes the problem of verifying dominance
relationship. Section 3 presents our solution. Sec-
tion 4 shows the experimental results and Section 5
concludes the paper.

2 Dominance Relationship

We say a program point v dominate w if every path
from the beginning of the program to w includes
v [13]. In addition, it is said that a program point
y postdominate program point x if every path from
x to the end of the program includes y. Simple
as it looks, a large set of security properties can
be reduced to the problem of checking whether a
dominance relationship holds between two events.

The simplest class of security properties that can
be reduced to a dominance problem are those
that involve only control flows. For example, the
proper way to create a chroot jail requires calling
chdir ("/") immediately after calling chroot () [5].

Security properties that involve data flows are more
common. A classical example is checking for un-
matched spin locks in the Linux kernel which might
cause deadlocks [8]. The Linux kernel uses two spin
lock functions, spin_lock(spinlock_t *lock)
and spin_unlock(spinlock_t *lock), respec-
tively, for locking and unlocking. Checking for un-
matched lock/unlock pairs can be translated into
the problem of checking for a dominance relation-
ship between spin_lock and spin_unlock and a
postdominance relationship between spin_unlock
and spin_lock. The difference between this class of
properties and those that only involve control-flow is
that in this case one needs to track the variable lock
in addition to checking the dominance relationship,
hence the name data flow.

In this paper, we focus on a class of security proper-
ties that are reducible to the dominance problem but
that require a more flexible definition of the events
to be checked. Thus checking these properties re-
quire a more complex analysis engine. Examples
include:

e Verification of complete mediation of a refer-
ence monitor interface.

o Verification of complete coverage of an auditing
facility.

e Verification of correct memory object reuse.
These example security properties are significant be-

cause they can provide users with the assurance that
the specified security properties are always met.

1 /* Code from fs/read_write.c */

2: sys\_lseek(unsigned int fd, ...) {

3 struct file * file = fget(£fd);

4:

5: retval = security_ops->file_ops->llseek(file);
6: if (retval) {

7 // failed check, exit

8 goto bad;

9 }

10: // passed check, perform operation
11: retval = llseek(file, ...);

12:

13: }

Figure 1: An example of LSM hook.

An example of reference monitor interfaces is the
Linux Security Modules (LSM) interface [14]. LSM
defines an interface for flexible, mandatory access
control in the Linux kernel. LSM consists of a set
of generic authorization hooks that are inserted into
the kernel source that enable kernel modules to en-
force system access control policy for the kernel.
Thus, the Linux kernel is not hard-coded with a sin-
gle access control policy. Module writers can define
different access control policies, and the community
can choose the policies that are most effective for
their goals.

The code segment in Figure 1 shows an ex-
ample of how LSM hooks are inserted in the
kernel. The function sys_lseek() implements
the system call lseek. The security hook,
security_ops->file_ops->1llseek(file) (line 5),
is inserted before the actual work (the call 11seek ()
at line 11) takes place. The goal is to check that
all security-sensitive operations (e.g., 11seek()) are
dominated by a check to the reference monitor (e.g.,
the security hook at line 5).

Similarly, in the case of auditing, we would like to
verify that all security-sensitive operations are dom-
inated by an audit call. In the case of object reuse,
we would like to verify that the release of the mem-
ory occupied by a security-sensitive object is pre-
ceded by steps that properly remove all sensitive
information.

3 Verifying Dominance Relationships
3.1 Computing Dominance Relationships

The algorithm for computing dominators intra-
procedurally is well known and has been docu-
mented in many compiler textbooks [1, 13]. Our
algorithm for computing dominance relationships
makes several enhancements over the classical dom-
inator algorithm. First, our algorithm is inter-



procedural. Secondly, our algorithm takes into
consideration data objects along with the events.
Specifically, we leverage data flow analysis to verify
that the data objects in the dominator event and
those in the dominatee event form a relationship as
specified in the security property.

To better understand the algorithm, we use a sim-
ple example to illustrate the main points of the
algorithm. Figure 2(a) shows a hypothetical pro-
gram containing five functions: main(), £1(0), £20),
CHECK(), and DOP(). The function CHECK() per-
forms the authorization check; and the function
DOP() (stands for dangerous operations) contains
potentially dangerous manipulations of critical data
structures, and thus needs to be mediated. More
specifically, all invocations of function DOP() must
be preceded by a call to function CHECK (). Thus this
simple code example represents the class of com-
plete mediation problem (see Section 2. The dom-
inator here is the CHECK function, and the domi-
natee is the DOP function. Figure 2(b) shows the
corresponding super graph, defined as a call graph
overlaid with intra-procedural control flow graph.
Each node of the inter-procedural super-graph is a
function (ignoring the labels on the edges for now).
Intra-procedurally, each node can be represented by
a control flow graph of basic blocks.

Our dominator algorithm consists of three stages.
In the first stage, we collect information about
the dominators within each node (intra-procedural
analysis). We then propagate the dominators up
the call graph (intra- and inter-procedural analysis)
in the second stage. In the final stage, we compute
for each dominatee the set of dominators (intra- and
inter-procedural analysis). We next describe these
three stages in more detail.

Stage 1. Local Dominator Set Generation.
In this stage, we identify local dominators within
each node in the super graph. Since this compu-
tation is performed entirely within each node, this
process is an intra-procedural analysis. We use
LOCALDOMS(n) to denote dominators within node
n. In Figure 2(b), LOCALDOMS(CHECK)=[check].
For all other nodes, LocALpoms has an empty
value.

Stage 2. Propagating Dominators In this
stage, we populate unconditional dominators up the
call chain. This is achieved using a combination
of a top-down intra-procedural traversal of the per
node control flow graph and a bottom-up inter-
procedural traversal of the global call graph. Intra-
procedurally, a top-down traversal is performed to
find the set of dominators generated in this node

that are unconditional, in other words, whether ev-
ery path exiting the node includes the dominators.
We use GLOBALDOM S(node) to denote the set of un-
conditional dominators generated within the node
node.

Inter-procedurally, a bottom-up traversal is per-
formed to propagate the set of unconditional domi-
nators up the call chain. Note that the two traver-
sals (intra- and inter- procedural) are performed to-
gether. So as new dominators are propagated up-
ward the call chain, the function GLOoBALDOMS gets
updated along the way. Again take Figure 2(b) as an
example, initially, GcLoBALDOMS(CHECK) has value
[check] and for all other nodes the value is empty.
Since node f1 unconditionally calls the CHECK func-
tion, and thus GLoBALDOMS(f1) is updated to value
[check]. The final values of GLoBALDOMS at com-
pletion of this stage are listed on the upper right
hand side of each node in Figure 2. Figure 3 in the
Appendix shows the pseudo code for propagating
dominators.

Stage 3. Computing Dominators Globally
This stage is essentially the reverse of the second
stage - we propagate the dominators computed in
the second stage down the call graph. Similar to
the second stage, this stage is also a combination
of inter- and intra- procedural analysis. During
the top-down traversal, which is an inter-procedural
process, each node is visited and within each node
an intra-procedural traversal of the control flow
graph computes the dominator set for each outgoing
call.

We use ecqlier—cailee t0 denote the edge from node
caller to node callee in the call graph, PRED(n);
to denote the ith predecessor of node n, and
DOMINATORS(€cqlier—callee) 10 denote the domina-
tors that cover the edge ecqiier—caliee- In addition,
we expand the definition of LocALDOMS to cover
edges. So LOCALDOMS(€cqiier—scalice) Means domi-
nators generated within node caller that dominates
the edge ecqiter—catice- The function POMINATORS
can thus be recursively defined as follows:

DOMINATORS (ecaller—>callee ) =

m DOMINATORS(ePRED(calleT)i%caller)
i

U LOCALDOMS(ecaller%callee)- (1)

Intuitively this means that the dominators covering
edge ecqiier—callce are the intersection of all domina-
tors covering incoming edges into node caller plus
dominators generated inside node caller that dom-
inate edge ecalier—calice- Again take Figure 2(b) as
an example, the value boMINATORS(ef1pOP), OF



4 N

main() {
struct secure_obj *o = getObject();

£l (o);
£2 (o) ;
}

fl (struct secure_obj *o) {
CHECK (o) ;
DOP (o) ;

}

f2 (struct secure_obj *o) {
DOP (o) ;
}

CHECK (struct secure_obj *o) {
// perform security check on o

! CHECK

DOP (struct secure_obj *o) {
// perform dangerous operation on o

- /

(a) Example Program.

: [ CHECK]
main

~
\l[ CHECK]
.

[ CHECK]

f1l

DOP (o)

(b) Super-graph Representing the Example Program.

Figure 2: Example Code and Its Super Graph.

the checks covering the edge from node f1 to node
DOP is calculated by taking the intersection of the
dominators for each incoming edge of node f1, in
this case, DOMINATORS(€main—s 1), and then merg-
ing the resulting set with internal dominators gen-
erated in node f1 that dominates the call to DOP,
which in this case is the set [check]. This results
in pomiNATORS(EF1—pop) having the value of
[check]. The complete results for POMINATORS
are shown as labels on each edge in Figure 2(b).
Figure 4 in the appendix shows the pseudo code for
computing this function.

3.2 Verifying Data Relationships Between
the Dominator and the Dominatee

The dominator and dominatee form a data relation-
ship that is part of the security specification. The
LSM reference monitor interface (see Figure 1), for
example, requires that the object being operated on
(the file object Figure 1) is the same object being
checked by the security hook. In some cases, the
LSM interface requires the two data objects form a
structure-field relationship where one data object is
assigned to the field of the other. This latter check
can be reduced to an equality comparison of one
object and the field of the other object. Thus we fo-
cus our discussion on verifying equality of two data
objects.

To verify the data relationships, the dominance al-
gorithm is enhanced by associating the domina-
tor/dominatee with the corresponding data object.
Again take Figure 2(b) as an example, the domina-
tor check will be attached with the object o which
is passed to the CHECK function as a parameter.
The algorithm remains the same, except that when
comparing two dominators (during intersection and
merging operations in Equation (1)), the associated
data objects will be compared as well.

Once the solution set for DOMINATORS is computed
for each edge, the analysis verifies that for each dom-
inatee inside node n, the intersection of dominators
covering each incoming edge plus dominators gener-
ated within node n that dominate the dominatee is
not empty. We then compare the data object associ-
ated with the dominator with that of the dominatee
and determine if the two data objects are the same.

To determine the equality of two data objects is a
classical data flow problem. Given an analysis en-
gine that supports sophisticated data flow analysis,
this question can be answered soundly, meaning if
the answer is yes then the two objects are definitely
the same, without generating two many false pos-
itives. A false positive refers to the case that the
algorithm gives a no answer, but the two data ob-
jects are actually the same.



In this paper, we use the data flow analysis engine
provided by the JaBA framework [12]. JaBA rep-
resents the value of objects using allocation sites !,
defined as method and program point that performs
the allocation of the object (such as a malloc call).
The comparison can thus be done by comparing if
two objects have the same allocation site. This will
work if the object has only one allocation site. Take
Figure 2(b) as an example, suppose the definition of
getObject () is as follows:

: static struct secure_obj *sec_obj =
(struct secure_obj*)malloc(
sizeof (struct secure_obj));

1
2
3
4:
5: struct secure_obj *getObject() {
6 return sec_obj;

7: %}

In this case both the parameter passed to CHECK and
that passed to DOP refer to the same allocation site
defined at line 2 by the malloc call. Thus we can
safely conclude that the CHECK call dominates the
DOP call with regard to their parameters o.

Unfortunately, for most programs of reasonable
sizes, it is more common for an object to be as-
sociated with multiple allocation sites because of
the object might take on different paths through
the programs and thus pick up different values. In
such cases, ambiguity arises even if the two ob-
jects have identical set of allocation sites, because
one cannot be sure exactly which of the allocation
sites the object refers to at the particular program
point. Such ambiguity indicates possible race con-
ditions between the dominator and the dominatee
that might lead to TOCTTOU (Time of Check to
Time of Use [4]) attacks. For example, the data
object might refer to one of the allocation sites at
the dominator program point and then might re-
fer to another allocation site at the dominatee pro-
gram point. Because we cannot be sure that the
two objects are always the same, we cannot safely
conclude that the domination relationship always
holds. Again take Figure 2(b) as an example, sup-
pose somewhere in the middle of the program an-
other function setObject() is called which has the
following definition:

7: void setObject() {
8: sec_obj = (struct secure_obj*)malloc(
*H sizeof (struct secure_obj));

10: }

The object o would then be associated with two
allocation sites, the original allocation site plus the
one from inside the call setObject ().

n this paper we use value and allocation site interchange-
ably.

Sophisticated analysis techniques such as context
sensitivity might reduce such ambiguity, but cannot
eliminate them all 2. For these remaining ambigu-
ous cases, we employ a def-use chain analysis [1, 13]
to help reduce ambiguity. A traditional def-use
chain analysis tells us whether two objects have the
same definition ®. In Figure 2(b), the parameter of
function CHECK and that of the function DOP share
the same definition, namely, the assignment of the
return value of function getObject () to the object
o. We can thus safely conclude that the two param-
eters are the same . This holds true even if some-
where between the dominator and the dominatee
program points, the value of sec_obj is changed,
because the value returned by getObject() stays
the same.

Suppose however, that the definition of function £2
is changed to the following:

11: void f2(struct secure_obj *o) {

12: struct secure_obj *02 = getObject();
13: DOP(02) ;
14: }

In this case, objects o and 02 have the same set
of allocation sites, but their definitions differ. The
analysis thus concludes that the two objects are not
the same, and that the CHECK call does not dominate
the DOP call at line 13.

4 Results
4.1 Implementation

We implemented the dominance checking algorithm
on top of the JaBA analysis framework ®. JaBA
implements inter-procedural control and data flow
analysis. JaBA differs from most analysis tools
in that it is context-sensitive, and thus is able to
achieve high accuracy (low false positive rate). In
addition, JaBA stores just enough context informa-
tion so that it can scale up to hundreds of thousands
of lines of code.

2otherwise we would have solved the halting problem.

3A definition is different from an allocation site in that a
definition refers to an assignment to an object, whereas an
allocation site refers to the original allocation point of the
assigned value.

4 Assuming that no alias of the memory location of param-
eter o exist that might change the value of o.

5However, JaBA is designed to analyze Java programs.
To apply it to C code, we need to translate the C source
code into Java. The translation is achieved using a source
to source translation tool named FICTOJ (stands for Flow
Insensitive C TO Java), which is covered in detail in another
paper [16].



4.2 Results

The experiments were run on a 2.4GHz Mobil Pen-
tium 4 IBM thinkpad T30 with 1GB of memory.
To measure the accuracy of the tool, we com-
pare the results with a previous approach based on
CQUAL [15]. We analyzed Linux version 2.4.9 be-
cause the previous approach used this version.

Timing Performance. The Linux kernel is a
large and complicated piece of software, with about
300 thousands of lines of C code (the portion that
is actually compiled) and 4.2 MB in compiled byte-
code. The LSM analysis took one hour and thirty
four minutes to finish. We believe this is a great
achievement because most other tools with similar
levels of sophistication will not be able to analyze
programs of this size at all.

Improving Accuracy. Our analysis tool based
on JaBA generated 172 warnings, as compared to
524 with CQUAL. Thus we were able to reduce
false positives by more than 60%. Note that a large
amount of the positives are due to safe functions,
and can not be eliminated by more accurate analy-
sis. Thus the improvement is significant.

In summary, we have demonstrated that our domi-
nance algorithm implementation on top of JaBA is
scalable and yet still finds all errors that were cap-
tured using the CQUAL tool.

5 Conclusion

Systems with verifiable security properties provide
users with a provable level of security assurance that
has been lacking in most of today’s software sys-
tems. In this paper we identify an important class of
security properties that can be reduced to the clas-
sical dominance problem, and show how they can
be checked efficiently and accurately, using a dom-
inance algorithm implemented on top of the JaBA
analysis framework. Our results demonstrate that
our implementation can check the Linux kernel in
less than two hours and yield significant fewer false
positives compared to previous published results.
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Appendix

status := UNCHANGED;
queue := [ all nodes that have non-empty
GLOBALDOMS value ];
function propagateDominators() {
while (!queue.isEmpty()) {
node := queue.pop();
edges := node.getPredecessorEdges();
foreach edge in edges {
processEdge (edge) ;
if (status == CHANGED) {
predecessorNode = edge.getCaller();
queue .push(predecessorNode) ;
}
}
}
}

function processEdge(edge) {
caller := edge.getCaller();
method := caller.getMethod();
basicBlocks := method.getBasicBlocks();
// get the basic block that corresponds
// to the call represented by edge
dominatorBB := caller.getBasicBlock(edge);
// the starting basic block
queue := [ basicBlocks[0] 1;
// the set of reachable blocks
reachableBasicBlocks := [ basicBlocks[0] ];
while (!queue.isEmpty()) {
basicBlock := queue.pop();
succBasicBlocks :=
basicBlock.getSuccBasicBlocks();
foreach bb in succBasicBlocks {
// terminate traversal at the
// dominator basic block
if ( bb != dominatorBB ) {
queue.push(bb) ;
reachableBasicBlocks.add(bb);
T
}
}
// if the exit basic block is not reachable,
// then it means that all paths that return
// from this method will include dominatorBB,
// and thus this method contains an
// unconditional path to the dominator.
if ( !reachableBasicBlocks.
contains(exitBasicBlock) ) {
// update GLOBALDOMS function
callee := edge.getCallee();
GLOBALDOMS(caller).
add (GLOBALDOMS(callee));
status := CHANGED;
}
T

Figure 3: Pseudocode for Dominator Propagation.

status := UNCHANGED;
queue := [ startNode ];
function computeDominators() {
while (!queue.isEmpty()) {
node := queue.pop();
edges := node.getSuccessorEdges();
foreach edge in edges {
if (LOCALDOMS(edge) == null) {
// we need to compute it
computeLocalDominators(edge) ;
}
oldDominators := DOMINATORS(edge);
// see equation (1)
DOMINATORS (edge) .union(
LOCALDOMS (edge)) ;
predEdges := node.getPredecessorEdges();
foreach predEdge in predEdges {
DOMINATORS(edge) . intersect (
DOMINATORS (predEdge)) ;
}
if (DOMINATORS(edge) != oldDominators) {
// values have changed, need to update
// successor nodes as well
successorNode = edge.getCallee();
queue .push(successorNode) ;

}
}
}

function processEdge(edge) {
caller := edge.getCaller();
method := caller.getMethod();
basicBlocks := method.getBasicBlocks();
edgeBB := caller.getBasicBlock(edge);
dominatorBBs := [ basic blocks that
contain/generate dominators J];
foreach dominatorBB in dominatorBBs {
// the starting basic block
queue := [ basicBlocks[0] 1;
// the set of reachable blocks
reachableBasicBlocks := [ basicBlocks[0] ];
while (!queue.isEmpty()) {
basicBlock := queue.pop();
succBasicBlocks :=
basicBlock.getSuccBasicBlocks();
foreach bb in succBasicBlocks {
// terminate traversal at the
// dominator basic block
if ( bb != dominatorBB ) {
queue .push(bb) ;
reachableBasicBlocks.add(bb);
}

// if the basic block that corresponds to the
// edge call is not in the reachable set, then
// it means that all paths that lead to that
// basic block will include dominatorBB, and
// thus the dominator dominates the edge.
if ( !reachableBasicBlocks.
contains(edgeBB) {

// update GLOBALDOMS function

LOCALDOMS (edge) .add(dominator) ;
}

T

Figure 4: Pseudocode for Global Dominator Com-

putation.



