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main() {
struct secure_obj *o = getObject();

f1(o);
f2(o);

}

f1(struct secure_obj *o) {
CHECK(o);
DOP(o);

}

f2(struct secure_obj *o) {
DOP(o);

}

CHECK(struct secure_obj *o) {
// perform security check on o

}

DOP(struct secure_obj *o) {
// perform dangerous operation on o

}

start

f1(o)

f2(o)

end

main

start

CHECK(o)

DOP(o)

end

f1 start

DOP(o)

end

f2

start

//dop

end

DOPstart

//check

end

CHECK

(a) Example Program. (b) Super-graph Representing the Example Program.
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CEDGF5D5H�CJI'KMLGNGO�PGQ�N�R�S5T)U
V5H�W�H�WXI'KZY[FG\�\^]`_�aGW�C�D5b�F5D�b�F5cGWM]`_E]`d5Wfe`gGD�h

R�i�j�k�Q�i5T`jEl�mncGFG\EH�WnopU
q H�]�rED*sE_E]tgGu�_Eg�F5vGF5DGW�T`_we�sw]�F5D�_�u`C%xzy|{
}�b%sE\5W~x*�BV5H�W�H�Wp��s�CESze`gGD�h�xzy�yt{
]`_�aGWZI'K�V5H�W�H�Wp�Bg`_Eg,xzy3U
W5a�vGW�C8I'K�]`_�aGWp�'vGW5D���uGW5aGW�r�W�C�C5_�u�S�a�vGW�C3xzy3U
q _�uGW�F�rzb�W5a�vGW
sw]|W5a�vGW�C�{
gGu�_Gr�W�C�CES�a�vGW�x�W5a�vGW�y3U
s q xwCEDGF5D5H�C�K�KnO�PGQ�N�R�S5T%y�{
gGuGW5aGW�r�W�C�C5_�u�N�_�aGW�KMW5a�vGWp�'vGW5DGO�FG\�\5W5u�xzy3U
V5H�W�H�Wp�Bg�H�Czb,x�gGuGW5aGW�r�W�C�C5_�u�N�_�aGW*y3U

�
�

�
�

q H�]�rED*sE_E]tgGu�_Gr�W�C�CES�a�vGW�x�W5a�vGW�yn{
r�FG\�\5W5u�I'KMW5a�vGWp�'vGW5DGO�FG\�\5W5u�xzy3U
e*W5D5b`_�a�I'K|r�FG\�\5W5u)�'vGW5D5l�W5D5b`_�a�xzy3U
� F�C�s�rEk�\�_Grz��CXI'K�e*W5D5b`_�a)�'vGW5D�kGF�C�s�rEk�\�_Grz��C%xzy3U
��� vGW5D|D5b�W � F�C�s�r � \�_Grz�|D5b�F5D
r5_�u�uGW�Czg`_E]Ga`C
��� D�_�D5b�Wtr�FG\�\�uGW�gGuGW�C�W�]GDGW5a � hnW5a�vGW
a�_we�sw]�F5D�_�u�k�k�I'Ktr�FG\�\5W5u)�'vGW5D�kGF�C�s�rEk�\�_Grz�,x�W5a�v�W�y3U
��� D5b�W�CEDGF5u�D*sw]Gv � F�C�s�r � \�_Grz�
V5H�W�H�W8I'KZY � F�C�s�rEk�\�_Grz��C,Y��5o�opU
��� D5b�W�C�W5D|_ q uGW�F�rzb�F � \5W � \�_Grz��C
uGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C�I'K8Y � F�C�s�rEk�\�_Grz��C,Y��5otopU
}�b%sE\5W~x*�BV5H�W�H�Wp��s�CESze`gGD�h�xzy�yt{
� F�C�s�rEk�\�_Grz��I'KMV5H�W�H�Wp�Bg`_Eg,xzy3U
CzH�r�rEkGF�C�s�rEk�\�_Grz��C�I'K
� F�C�s�rEk�\�_Grz���'vGW5DGm�H�r�rEkGF�C�s�rEk�\�_Grz�*C%xzy�U

q _�uGW�F�rzb ��� sw]�CzH�r�rEkGF�C�s�rEk�\�_Grz��Ct{
��� DGW5uze�sw]�F5DGWMD�uGF5cGW5u`C�FG\|F5DMD5b�W
��� a�_we�sw]�F5D�_�u � F�C�s�r � \�_Grz�
s q x ��� �BKMa�_we�sw]�F5D�_�u�k�k~y�{
V5H�W�H�Wp�Bg�H�Czb,x ��� y3U
uGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C,��FGa�a�x �G� y3U

�
�

�
��� s q D5b�WnW5�*sfD � F�C�s�r � \�_Grz��s�C�]`_�DMuGW�F�rzb�F � \5W��
��� D5b�W�]~sfD�e*W�F�]�C^D5b�F5D|FG\�\�g�F5D5b�C�D5b�F5DMuGW5D5HGu5]
��� q u�_we�D5b%s�C1e*W5D5b`_�aM}%sE\�\
sw]�r5\EHGaGWMa�_we�sw]�F5D�_�u�k�kp�
��� F�]Ga|D5b�H�C^D5b%s�C1e*W5D5b`_�a�r5_E]GDGF�sw]�CnF�]
��� H�]�r5_E]Ga*sfD*sE_E]�FG\ng�F5D5b|D�_�D5b�W�a�_we�sw]�F5D�_�u)�
s q x
�BuGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C,�

r5_E]GDGF�sw]�C%x�W5�*sfD�kGF�C�s�rEk�\�_Grz�%y�y�{
��� H�gGaGF5DGWnR�i�j�k�Q�i5T`jEl�m q H�]�rED*sE_E]
r�FG\�\5W�WZI'KnW5a�vGWp�'vGW5DGO�FG\�\5W�W�xzy3U
R�i�j�k�Q�i5T`jEl�m�xwr�FG\�\5W5u*y��
F5a�a�x�R�i�j�k�Q�i5T`jEl�m�xwr�FG\�\5W�W�y�y3U

CEDGF5D5H�C8I'KnO�PGQ�N�R�S5T)U
�

�
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CEDGF5D5H�CJI'KMLGNGO�PGQ�N�R�S5T)U
V5H�W�H�WXI'KZY�CEDGF5u�D�N�_�aGWnopU
q H�]�rED*sE_E]�r5_we`g�HGDGW�T`_we�sw]�F5D�_�u`C%xzyn{
}�b%sE\5W~x*�BV5H�W�H�Wp��s�CESze`gGD�h�xzy�yt{
]`_�aGWZI'K�V5H�W�H�Wp�Bg`_Eg,xzy3U
W5a�vGW�C8I'K�]`_�aGWp�'vGW5DGm�H�r�r�W�C�C5_�u�S�a�vGW�C%xzy�U
q _�uGW�F�rzb�W5a�vGW
sw]|W5a�vGW�C�{
s q x�i�j5O5Q�i5T`jEl�m�x�W5a�vGW�y�K�KM]�H`\�\`y^{
��� }�W�]�W�W5aMD�_nr5_we`g�HGDGW�sfD
r5_we`g�HGDGW5i�_Gr�FG\ET`_we�sw]�F5D�_�u`C�x�W5a�v�W�y3U

�
_�\�a5T`_we�sw]�F5D�_�u`CZI'K�T`jEl%�fN�Q���jE��m�x�W5a�vGW�y3U
��� C�W�WMW5V5H�F5D*sE_E]Jxz��y
T`jEl%�fN�Q���jE��m�x�W5a�vGW�y��BH�]%sE_E],x
i�j5O5Q�i5T`jEl�m�x�W5a�vGW�y�y3U

gGuGW5a�S�a�vGW�CXI'K�]`_�aGWp�'vGW5D���uGW5aGW�r�W�C�C5_�u�S�a�v�W�C%xEy3U
q _�uGW�F�rzb|gGuGW5a�S�a�vGW�sw]�gGuGW5a�S�a�vGW�Cn{
T`jEl%�fN�Q���jE��m�x�W5a�vGW�y���sw]GDGW5u*C�W�rED,x
T`jEl%�fN�Q���jE��m�x�gGuGW5a�S�a�vGW�y�y3U

�
s q x�T`jEl%�fN�Q���jE��m�x�W5a�vGW�yZ�BK|_�\�a5T`_we�sw]�F5D�_�u`C�yM{
��� cGFG\EH�W�C^b�F5cGWtrzb�F�]GvGW5ap��]�W�W5anD�_�H�gGaGF5DGW
��� CzH�r�r�W�C�C5_�un]`_�aGW�CMF�C�}�WG\�\
CzH�r�r�W�C�C5_�u�N�_�aGWtKnW5a�vGWp�'vGW5DGO�FG\�\5W�W�xzy3U
V5H�W�H�Wp�Bg�H�Czb,xwCzH�r�r�W�C�C5_�u�N�_�aGW�y3U

�
�

�
�

q H�]�rED*sE_E]tgGu�_Gr�W�C�CES�a�vGW�x�W5a�vGW�yn{
r�FG\�\5W5u�I'KMW5a�vGWp�'vGW5DGO�FG\�\5W5u�xzy3U
e*W5D5b`_�a�I'K|r�FG\�\5W5u)�'vGW5D5l�W5D5b`_�a�xzy3U
� F�C�s�rEk�\�_Grz��CXI'K�e*W5D5b`_�a)�'vGW5D�kGF�C�s�rEk�\�_Grz��C%xzy3U
W5a�vGW5k�k�I'K|r�FG\�\5W5u)�'vGW5D�kGF�C�s�rEk�\�_Grz�,x�W�a�vGW*y3U
a�_we�sw]�F5D�_�u�k�k`CXI'KXY � F�C�s�r � \�_Grz��C�D5b�F5D
r5_E]GDGF�sw] � vGW�]�W5uGF5DGW�a�_we�sw]�F5D�_�u`CMopU

q _�uGW�F�rzbta�_we�sw]�F5D�_�u�k�k�sw]na�_we�sw]�F5D�_�u�k�k`C|{
��� D5b�WtCEDGF5u�D*sw]Gv � F�C�s�r � \�_Grz�
V5H�W�H�WZI'KXY � F�C�s�rEk�\�_Grz��C,Y��5o
opU
��� D5b�WtC�W5D|_ q uGW�F�rzb�F � \5W � \�_Grz��C
uGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C�I'KZY � F�C�s�rEk�\�_Grz��C,Y��5o�opU
}�b%sE\5W�x*�BV5H�W�H�Wp��s�CESze`gGD�h�xzy�yn{
� F�C�s�rEk�\�_Grz��I'KMV5H�W�H�Wp�Bg`_Eg,xzy3U
CzH�r�rEkGF�C�s�rEk�\�_Grz��CZI'K
� F�C�s�rEk�\�_Grz���'vGW5DGm�H�r�rEkGF�C�s�rEk�\�_�rz��C3xzy3U

q _�uGW�F�rzb ��� sw]�CzH�r�rEkGF�C�s�rEk�\�_Grz��C|{
��� DGW5uze�sw]�F5DGWnD�uGF5cGW5u`C�FG\|F5DMD5b�W
��� a�_we�sw]�F5D�_�u � F�C�s�r � \�_Grz�

s q x ��� �BKMa�_we�sw]�F5D�_�u�k�k~y�{
V5H�W�H�Wp�Bg�H�Czb,x ��� y3U
uGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C,��FGa�a�x �G� y3U

�
�

�
��� s q D5b�W � F�C�s�r � \�_Grz�|D5b�F5D�r5_�u�uGW�Czg`_E]Ga`CMD�_�D5b�W
��� W5a�vGW�r�FG\�\ts�C�]`_�D
sw]nD5b�WMuGW�F�rzb�F � \5W�C�W5Dp��D5b�W�]
��� sfD�e*W�F�]�C�D5b�F5DnFG\�\�g�F5D5b�C�D5b�F5Dt\5W�F5aMD�_�D5b�F5D
��� � F�C�s�r � \�_Grz�n}%sE\�\tsw]�r5\EHGaGW|a�_we�sw]�F5D�_�u�k�kp��F�]Ga
��� D5b�H�C�D5b�W�a�_we�sw]�F5D�_�u|a�_we�sw]�F5DGW�CMD5b�WMW5a�vGWp�
s q x
�BuGW�F�rzb�F � \5W5kGF�C�s�rEk�\�_Grz��C,�

r5_E]GDGF�sw]�C%x�W5a�vGW5k�k*yn{
��� H�gGaGF5DGWnR�i�j�k�Q�i5T`jEl�m q H�]�rED*sE_E]
i�j5O5Q�i5T`jEl�m�x�W5a�vGW�y���F5a�a�x�a�_we,sw]�FGD�_�u*y�U
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